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SDNIE: A Software-Defined Approach to High-Performance

Network Impairment Emulation using Programmable Switches

Lizhuang Tan ID , Nguyen Van Tu, Xinhang Wang, Peiying Zhang ID , James Won-Ki Hong ID

Abstract—Network testing is critical for evaluating the perfor-
mance, reliability, and security of modern computer networks.
A key challenge is creating an accurate, cost-effective, and high-
performance network emulation environment. Network Impair-
ment Emulators (NIEs) emulate real-world network conditions
such as bandwidth constraints, latency, and packet loss, but
existing CPU- and FPGA-based solutions suffer from limited
performance, high costs, and poor flexibility. This paper proposes
Software-Defined Network Impairment Emulation (SDNIE), a
novel framework that leverages programmable switches for
scalable, cost-efficient network impairment emulation. SDNIE
introduces three key techniques: (1) intent-driven network im-
pairment configuration, automating impairment modeling; (2)
serial-parallel combined execution, optimizing performance; and
(3) CPU-Tofino collaborative deployment, offloading complex
computations. Experimental results show that SDNIE matches
commercial emulators in performance while significantly reduc-
ing costs. This work demonstrates the potential of programmable
switches in network testing, offering a scalable, cost-effective,
and high-performance alternative for next-generation network
impairment emulation.

Index Terms—Software-Defined Networking, Programmable
Data Plane, Network Testing, Network Impairment Emulation,
Network Management

I. INTRODUCTION

Network testing [1] plays a crucial role in promoting the
continuous innovation and development of computer network
architectures and technologies. For researchers and engineers,
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building a realistic or high-fidelity network testing environ-
ment is a prerequisite for conducting experiments, certifica-
tion, operation, administration, and maintenance.

Currently, there are three approaches to building a net-
work testing environment: simulation [2], emulation [3], and
testbed [4]. As shown in Table I,

1) Simulation is used to quickly verify the approximate
performance of network protocols under large-scale
topologies, offering low cost but poor accuracy. For
example, the most widely used tools currently include
NS-3 [5], OMNeT++ [6], Mininet [7], and DONS [8].

2) Emulation typically relies on hardware to closely imi-
tate real network transmission characteristics, providing
high precision but requiring expensive equipment. Linux
provides the tc-netem [9] module for emulating network
performance. CORE [10] has open-sourced more com-
prehensive emulation capabilities. Sprient Network Em-
ulator [11] is the most well-known commercial product.

3) Testbed creates a real network environment to conduct
large-scale testing tasks, making them the most expen-
sive and scarce option. ARPANET, the precursor to the
modern internet, was one of the earliest network technol-
ogy testbeds. New-generation testbeds, represented by
GENI [12], CERNET2 [13] and CENI [14], have led
the development of future network technologies such as
SDN and IPv6.

To a certain extent, emulation can be regarded as a compro-
mise between simulation and testbed [15].

The network impairment emulator (NIE) is a hardware
device designed to emulate network characteristics such as
throughput, delay, loss, packet reordering, and other transmis-
sion impairments. Well-known manufacturers of such NIEs
include Keysight [16] and Spirent [11]. Currently, the com-
mercial NIE are generally implemented using CPU or FPGA,
claiming that their highest performance can reach the emula-
tion of end-to-end network with 100Gbps bandwidth and 30ms
delay.

However, several issues persist in the available network
impairment emulators, including:

1) Limited Performance of CPU-based Solutions: CPU-
based solutions typically exhibit low performance,
though they benefit from lower development costs. They
can generally support network impairments only up
to 10Gbps, which may not suffice for high-throughput
network testing.

2) Challenges with FPGA-based Solutions: FPGA-based
solutions offer high performance but come with in-

https://orcid.org/0000-0001-6826-4596
https://orcid.org/0000-0002-0990-5581
https://orcid.org/


2

TABLE I
COMPARISON OF THREE NETWORK TESTING ENVIRONMENT CONSTRUCTION METHODS

Type Feature Example
Simulation The hierarchical characteristics of the network are abstracted

conceptually, and a fully virtual and controllable abstraction
environment is constructed through software simulation.

NS-3 [5], OMNeT++ [6], Mininet [7], DONS
[8], etc.

Emulation Treat the network as a black box and emulate its characteristics
through the combination of software and hardware.

Linux tc-netem [9], CORE [10], Sprient Net-
work Emulator [11], etc.

Testbed Build the network test environment with close to real functions
and performance by deploying real hardware and software.

ARPANET, GENI [12], CERNET2 [13], CENI
[14], etc.
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Fig. 1. Network Impairment Emulation and Its Use in the Process of Innovation and Application of Computer Networks.

creased costs and power consumption. They require
custom designs to support specific network protocols,
leading to greater development and maintenance com-
plexities.

3) Lack of Interoperability Standards: There is no estab-
lished standard for NIEs, and implementations of iden-
tical impairment functions can vary significantly. This
inconsistency results in poor protocol compatibility and
interoperability issues across different manufacturers.

4) Suboptimal User Interaction: Web-based user inter-
faces often lead to complex configuration processes,
while RESTful APIs typically support only basic remote
control functionalities. Consequently, user interaction
mechanisms of NIEs require optimization to enhance
usability and efficiency.

To address the future demands for network impairment
emulation with more complex functions and higher perfor-
mance, this paper proposes the Software-Defined Network
Impairment Emulation (SDNIE), which leverages software-
defined networks and programmable data plane, offering a
technical approach distinct from CPU/FPGA-based solutions.
SDNIE repurposes readily available programmable switches to
implement network impairment functionalities and optimizes
their execution through three key technologies: (1) intent-
driven network impairment configuration, (2) serial-parallel

combined impairment execution, and (3) CPU-Tofino1 collab-
orative impairment function deployment. We implement the
SDNIE prototype based on common P4 switch [17], and the
experimental results show that the performance of the SDNIE
prototype is on par with that of the most advanced commercial
network impairment emulators.

II. BACKGROUND AND RELATED WORK

Network testing runs through the entire process of the
innovation and development of computer networks, as shown
in Figure 1. The NIE is a niche device that is employed
in scenarios such as mobile communications [18], wide area
networks [19], and data center networks [20] to build a near-
realistic testing environment. It treats the network as a black
box and emulates its characteristics through either software-
based methods (e.g., Linux tc-netem [21]), hardware solutions
(e.g., Network Impairment Emulator), or a combination of
both. If researchers and engineers want to test the performance
of a 1,100-kilometer end-to-end communication application
from Beijing, China to Seoul, Korea, they do not need to
actually deploy servers in two remote locations. Instead, they

1Tofino, developed by Barefoot Networks (now part of Intel), is a fully
programmable network switch chip widely used in high-performance data
center networks and cloud computing environments. In this paper, we use
”Tofino” as a general term to refer to the programmable data plane found in
Tofino or similar P4-based hardware switches.
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TABLE II
BASIC REQUIREMENTS OF NETWORK IMPAIRMENT EMULATION

Function Description
Interface Specification Supporting 10/100Mbps, 1/10/100/200Gbps and higher electrical or optical interfaces, compliant with

IEEE 802.3.
Line-speed Delay 1Gbps: ≤100µs, 10Gbps: ≤10µs, 100Gbps: ≤1µs.
Basic Function Supporting multiple packet matching methods including exact matching, wildcard matching, regular

expression matching, content matching, etc.
Functional Impairment The function of network system is affected, and the expected operation or service can not be performed

normally.
Packet Tampering Including but not limited to bit tampering, byte tampering, field tampering or data tampering of packets

with a specified probability or specified period.
Packet Duplication Including but not limited to copying and forwarding packets with a specified probability or a specified

period(interval) or specified matching rules.
Packet Loss Including but not limited to discarding of packets with a specified probability or a specified period

(interval) or a specific burst mode.
Packet Reordering Including but not limited to reordering and forwarding data packets with a specified probability using

time or packet interval as the measurement unit.
Packet Fragmentation Including but not limited to fragmenting large packets with a specify fragmentation threshold.

Performance Impairment The performance of the network decreases or changes, but the network function is still available.
Bandwidth Impairment Including but not limited to limiting network bandwidth with fixed or fluctuating limits.
Delay/Jitter Impairment Including but not limited to increasing the packet forwarding delay with the fixed/uniform/normal/long-

tail distribution probability or a custom pattern.
Other Impairment Other network impairments that are inconvenient to classify as functional impairment or performance

impairment.
Compound Impairment Supporting the combination of multiple basic functional impairments or performance impairments.
Impairment Function
Virtualization

Supporting logical division of multiple virtual data transmission links on a single physical link and loading
of impairments.

Specific Protocol
Impairment

Supporting the emulation of typical network protocol behaviors, e.g., Differentiated Services (DS),
Random Early Drop (RED), Explicit Congestion Notification (ECN), and Priority-based Flow Control
(PFC).

User Interaction Providing the Graphical User Interface (GUI), RESTful API and more efficient interaction methods.
Security Feature Including but not limited to network storm suppression, access control lists, password security, and

permission management.
Management Feature Including but not limited to log management, configuration management, and alarm notifications,

compatible with multiple management access methods.

only need to build a small testing environment and emulate a
1,100-kilometer network through a NIE.

Table II summarizes the common requirements of NIE,
detailing their capabilities in creating near-realistic testing
environments.

Currently, CPU-based or FPGA-based NIEs are the most
popular commercial solutions, such as zMonkey [22] and
HoloWAN [23]. zMonkey uses Data Plane Development Kit
(DPDK) and supports Intel E810 and Mellanox ConnectX-
5. HoloWAN uses a hybrid architecture of DPDK and FPGA,
making it one of the highest-performing commercial products.

The advent of the Programmable Protocol-Independent
Packet Processor (P4) [24], designed for high-speed and
flexible packet processing, introduces a novel approach to
implementing network impairments. On a related note, by
combining programmable chips (e.g., Tofino [25]) and the
P4 programming language [26], P4 has the potential to
transform traditional switches into high-performance traffic
classifiers [27], generators [28] and traffic replayers [29],
showcasing the extensive capabilities of P4 for network testing
[30].

Overall, it is technically feasible to repurpose a pro-
grammable switch as a network impairment emulator. Tur-
boNet [31] argues that the existing network experiment plat-
forms either fail to accurately emulate the functionality and

performance of production networks or struggle with scala-
bility due to cost constraints. To overcome these challenges,
TurboNet employs one or more programmable switches to
achieve faithful emulation of both the network data plane and
control plane. For data plane emulation, TurboNet proposes
several key components, including the port mapper, queue
mapper, and delayed queue, to emulate network topologies and
performance metrics with high flexibility and accuracy. For
control plane emulation, TurboNet supports static routing con-
figurations, distributed routing agents, and centralized routing
controllers. However, TurboNet focuses on the construction of
large-scale network test topology, neglecting how to achieve
single-machine impairment at rates of 100Gbps or higher.

P7 [32] is a network emulator designed for P4-enabled
devices. It allows for the emulation of network topologies
using mechanisms like recirculations, port configurations,
match-action tables, and Direct Attach Copper (DAC) ca-
bles. Network link characteristics are emulated through both
simple metrics (e.g., connectivity, latency, bandwidth) and
more advanced metrics (e.g., packet loss [%], jitter [ms], re-
ordering [%]). However, P7 relies heavily on the recirculation
mechanism, resulting in an obvious forwarding performance
bottleneck. In addition, the network impairment functionality
of P7 is overly simplistic and cannot accommodate the varied
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TABLE III
COMPARISON OF COST-PERFORMANCE OF NIES BASED ON DIFFERENT ARCHITECTURES

NIE CPU-based FPGA-based P4-based
Representative Product zMonkey [22] HoloWAN [23] P7 [32]/TurboNet [31]/SDNIE
Capacity, Line-Rate 10Gbps*4/50Gbps*1/100Gbps*1, No 100Gbps*4, Yes 100Gbps*32+400Gbps*16, Yes
Cost-effectiveness $7500 ($75/Gbps) $54000 ($135/Gbps) $11500 ($1.28/Gbps)
Memory 64GB DDR 8GB HBM+32GB DDR+1MB BRAM 8GB DDR+16MB Buffer
Power 750W (7.5W/Gbps) 750W (1.87W/Gbps) 400W (0.06W/Gbps)

requirements for impairment emulation. For example, it only
supports fixed-probability packet loss impairments and coarse-
grained delay impairments. Moreover, it is only suitable for
software switches such as BMv2 [33] and cannot fully leverage
the line-rate performance of P4 switches.

In addition, the cost-performance comparison of common
NIEs based on CPU, FPGA, and P4 is shown in Table III,
and P4 demonstrates excellent cost-effectiveness2.

III. CHALLENGES AND KEY REQUIREMENTS

The challenges of software-defined network impairment em-
ulation can be summarized below as the contradiction between
the diversity of network impairment function requirements and
the capability limitations of P4 hardware/software.

1. Limited Hardware Resource of the Tofino Chip. The
restricted capacity of Ternary Content-Addressable Memory
(TCAM) and Static Random Access Memory (SRAM) limits
support for large-scale rule tables and their flexibility [34]. Ad-
ditionally, the buffer size (typically 16MB or 32MB) becomes
a bottleneck in high-precision delay emulation.

2. Limited Expressiveness of the P4 Language. P4 is
designed to describe packet forwarding behavior and lacks
direct support for complex state logic and advanced process-
ing functions. Therefore, when emulating complex network
impairment such as network delay/jitter and packet loss, it
requires sophisticated programming techniques to overcome
language limitations.

To overcome these challenges, SDNIE must optimize hard-
ware resource utilization and overcome the expressiveness
limitations of the P4 language. For the former, rule merging
can optimize the use of TCAM and SRAM, while certain
impairment functions can be offloaded to CPU hardware re-
sources [35]. For the latter, complex impairment functionalities
can be implemented by designing finite state logic as multi-
level processing flows, utilizing registers and counters to
manage packet states where necessary.

IV. SOFTWARE-DEFINED NETWORK IMPAIRMENT
EMULATION

Unlike the simulation, the purpose of a network impairment
emulation is usually to achieve high-performance emulation of
end-to-end network characteristics using a single device. The
basic workflow of NIE can be summarized as follows:

2Here, the comparison of cost-effectiveness relies on the following typical
platforms: CPU-based is the Inspur 5280M5 server, FPGA-based is the
HoloWAN HPP 100G emulator, and P4-based is the OpenMesh BF-32D16C
switch.
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Fig. 2. The Architecture and Workflow of SDNIE.

(1) Task Reception, which is usually a description of link
characteristics or network functions, such as achieving 1% ran-
dom packet loss for packets with sourceIP == 102.168.0.1;

(2) Impairment Emulation, which is to implement the
impairment task with high performance and cost-efficiency
[36]. This often requires a combination of both software and
hardware components, including high-speed packet processing
and effective buffer management.

(3) Result Feedback, which is to provide feedback on the
impairment process and its results, presented through visual
charts and reports for easy analysis and interpretation.

This workflow ensures precise, efficient, and cost-effective
network impairment emulation, allowing for effective testing
and performance evaluation of network systems.

Corresponding to the workflow, the SDNIE can be generally
divided into three planes: Application, Control, and Data, as
shown in Figure 2.

Application Plane: which provides the interactive interface
of NIE, receives impairment tasks and automatically generates
P4 programs.

Control Plane: which is responsible for compiling the code
and executing the impairment tasks.

Data Plane: which decomposes the impairment into specific
stages (yellow block). If a packet exceeds the capacity of the
Tofino, it is delivered to the CPU for processing (red process).
According to the flow-table rules, all packets will eventually
have one of three outcomes: being passed directly, impaired,
or dropped.

For the three planes, the SDNIE has further improved
three key technologies to support high-performance network
impairment emulation, namely

Key Technology #1: Intent-driven Network Impairment
Configuration,

Key Technology #2: Serial-parallel Combined Impairment
Execution,
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Key Technology #3: CPU-Tofino Collaborative Impairment
Deployment.

Among them, the first one can improve the input efficiency
of impairment intent, and the latter two solve the impairment
function implementation for P4 switches. These three are not
involved in TurboNet [31] and P7 [32].

A. Intent-driven Network Impairment Configuration

Existing methods for configuring network impairments face
several key challenges:

(1) Inaccuracy in Describing Network Impairment Emula-
tion Requirements: Natural language descriptions of network
impairment emulation needs can often be imprecise. Different
engineers may interpret the same impairment intent in varied
ways, leading to miscommunications or inconsistencies in
configuration and deployment. This discrepancy can result in
network impairments that do not align with the original intents.

(2) Inefficiency and Complexity: Current processes for
configuring network impairments are often cumbersome and
inefficient, requiring significant time and effort.

(3) Lack of Compatibility Across Manufacturers: Impair-
ment configurations from different manufacturers are typically
not interchangeable, limiting flexibility and interoperability.

Therefore, SDNIE uses an intent-driven network impair-
ment configuration method for programmable switches, which
automatically converts the user high-level intents into low-
level P4 program configurations to implement various network
impairment emulations. To this end, we propose a method
for generating network impairment configurations enhanced
by domain knowledge. The method significantly improves the
accuracy and reliability of P4 program generation through the
construction of a domain ontology for network impairment,
the design of a multi-level semantic parsing algorithm, and the
implementation of a code correctness verification mechanism.

1) Problem Formalization: Given a user intent description
I ∈ LNL (natural language space), the network impairment
configuration generation problem is defined as finding the
mapping function

F : LNL ×O ×R → S ×Q, (1)

where O is the domain ontology knowledge space, R is the
hardware resource constraint space, S is the structured config-
uration space, and Q is the configuration quality assessment
space. The structured configuration S = ⟨F, P,C,Φ⟩ consists
of four components defined as

F = {fi | fi ∈ Fimp, 1 ≤ i ≤ n},

P = {pj | pj ∈
⋃

f∈Fimp

Dparam(t), 1 ≤ j ≤ m},

C = {ck | ck ∈ Mmatch, 1 ≤ k ≤ l},
Φ ∈ LP4,

(2)

where Fimp is the impairment type domain, Dparam(f) is the
parameter domain for impairment funciton f , Mmatch is the
matching condition space, and LP4 is the P4 language space.

The configuration constraint system is defined as a 4-tuple

Csys = ⟨V,D,K,Oobj⟩, (3)

where V = Vhw∪Vperf ∪Vsem represents the set of constraint
variables comprising hardware-related, performance-related,
and semantics-related components. D = {Dv | v ∈ V} is
the variable domain set, K = Khard ∪ Ksoft is the constraint
set, Oobj is the optimization objective function.

The constraint set K can be classified into two categories:
(1) Hard Constraints Khard:
(a) Resource constraints: ∀r ∈ Rhw :

∑
i usagei(r) ≤

capacity(r), ensuring that resource utilization does not exceed
hardware capacity limits.

(b) Syntax constraints: Φ ∈ Lvalid
P4 , where Lvalid

P4 represents
the set of syntactically correct P4 programs.

(c) Semantic constraints: |=sem (Φ, I), ensuring that the P4
program Φ semantically entails the user intent I .

(2) Soft Constraints Ksoft:
(a) Performance preference: performance(Φ) ≥

thresholdperf , specifying desired performance levels
for the generated configuration.

(b) Resource efficiency: efficiency(Φ) ≥ thresholdeff ,
promoting efficient utilization of available resources.

(c) Maintainability: maintainability(Φ) ≥
thresholdmain, ensuring the generated program is
maintainable and readable.

To quantify the semantic alignment between intent and
generated program, we define the semantic distance as follows.

The semantic distance between user intent I and P4 program
Φ is defined as

dsem(I,Φ) = ∥embedNL(I)− embedP4(Φ)∥2, (4)

where embedNL(·) and embedP4(·) are embedding functions
for natural language and P4 program respectively. Therefore,
the objective function of the network impairment configuration
can be expressed as finding the P4 program with the smallest
semantic distance to the input intent in the valid P4 program
set, that is,

min
Φ

dsem(I,Φ) s.t. Φ ∈ Lvalid
P4 . (5)

Another understanding of Equation 5 is to achieve reliable
inference under limited knowledge. We define the coverage of
domain knowledge base K over intent space I as

coverage(K, I) = |{I ∈ I | ∃k ∈ K : covers(k, I)}|
|I|

, (6)

where Icovered = {I ∈ I | ∃k ∈ K : covers(k, I)} and
Iuncovered = I \ Icovered. The reliability of inference can be
expressed as

Reliability =

{
P (correct | I,K) ≥ θhigh, if I ∈ Icovered;
P (correct | I,K) ≥ θlow, if I ∈ Iuncovered.

(7)
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2) Impairment Configuration Generation based on Domain
Knowledge Enhancement: We construct a hierarchical net-
work impairment domain ontology O = ⟨C,R,A⟩ containing
concepts, relationships, and axioms. Let Fimp denote the
domain of all impairment functions as shown in Table II.

For any two impairment functions fi, fj ∈ Fimp, we define
three key relationships:

(1) Dependency: depend(fi, fj) indicates that fi depends
on fj .

(2) Conflict: conflict(fi, fj) indicates mutual conflict.
(3) Compatibility: compatible(fi, fj) indicates the feasibil-

ity of parallel execution, which is discussed in Section IV-B.
Definition 1 (Resource Compatibility): Two impairment

functions fi, fj are resource compatible if

ResCom(fi, fj) ⇔ ResSet(fi) ∩ ResSet(fj) = ∅, (8)

where ResSet(f) denotes the set of hardware resources re-
quired by impairment function f .

Definition 2 (Impairment Compatibility): Two impair-
ment functions fi, fj ∈ Fimp are compatible if and only if

compatible(fi, fj) ⇔ ¬conflict(fi, fj)∧ResCom(fi, fj). (9)

Theorem 1 (Parallelization Condition): Given an impair-
ment functions set Fimp = {f1, f2, . . . , fn} and its subset
F ′ ⊆ Fimp, the subset F ′ can execute in parallel if and only
if

∀fi, fj ∈ F ′, i ̸= j : compatible(fi, fj). (10)

Proof: The proof follows directly from Definition 2. Parallel
execution requires absence of both semantic conflicts and
resource conflicts among all impairment function pairs in F ′.

We employ LLaMA 3-8B as the core language model to
implement the configuration framework. The theoretical em-
bedding functions embedNL(·) and embedP4(·) are realized
through LLaMA hidden state representations:

embedNL(I) = LLaMAencoder(I)[−1] ∈ Rdmodel , (11)

embedP4(Φ) = LLaMAencoder(Φ)[−1] ∈ Rdmodel , (12)

where dmodel is the hidden dimension of LLaMA 3-8B.
Directly computing the semantic distance between a user

intent I and a candidate P4 program Φ in a high-dimensional
embedding space is computationally expensive and often im-
practical for large-scale systems. To address this, we propose
an efficient approximation strategy that leverages the genera-
tive probability of the LLM and explicit constraint violation
penalties.

Generative Probability: PLLaMA(Φ|I) denotes the con-
ditional probability that LLaMA 3-8B generates the code
Φ given the intent I . A higher probability indicates better
semantic alignment.

Constraint Violation Penalty: ConstraintViolation(Φ)
quantifies the degree to which Φ violates hard or soft con-
straints (e.g., constraint set K). The hyperparameter λ balances
the trade-off between semantic alignment and constraint sat-
isfaction.

Thus, the overall semantic distance of Equation 4 is approx-
imated as:

d̂sem(I,Φ) = − logPLLaMA(Φ|I)+λ·ConstraintViolation(Φ)
(13)

where a lower value indicates a better candidate. In practice,
PLLaMA(Φ|I) can be estimated by the product of token
probabilities output by the LLM, and ConstraintViolation(Φ)
can be a weighted sum of binary or continuous constraint
checks.

Furthermore, to overcome the limitations of LLaMA in
inference of P4, we employ a Retrieval-Augmented Generation
(RAG) framework. The domain knowledge base Kkb

3 consists
of structured representations of network impairment patterns,
configuration templates, and best practices, each encoded as
a vector in a semantic space. The user intent I is embedded
into the same vector space using embedNL(I). We compute
the similarity between embedNL(I) and all knowledge vectors
in Kkb, retrieving the top-k most relevant knowledge items
TopK (Sim(embedNL(I),Kkb)), where Sim(·, ·) is Euclidean
distance. And the top k pieces of knowledge with the highest
similarity selected by the TopK operation can be set to k = 5.

The process of generating an optimal P4 configuration
from user intent is formulated as a constrained optimization
problem. As shown in Figure 3, the practical solution involves
the following steps:

(1) Knowledge Retrieval: Retrieve relevant domain knowl-
edge using the RAG mechanism described above.

(2) Prompt Construction: Construct an enhanced prompt that
includes the user intent, retrieved knowledge, and any relevant
hardware/resource constraints.

(3) Candidate Generation: Use LLaMA 3-8B to generate
multiple candidate P4 programs (Φ1,Φ2, ...,Φk) conditioned
on the enhanced prompt.

(4) Constraint Validation: For each candidate, check for
compliance with constraints K and compute the constraint
violation score.

(5) Scoring: Compute the semantic distance d̂sem(I,Φi) for
each valid candidate.

(6) Selection: Select the candidate with the lowest semantic
distance as the final configuration:

Φ∗ = argmin
Φi

d̂sem(I,Φi). (14)

If no valid candidate is found, the template-based generation
is triggered or the generation is exited directly, which is the
default operation of SDNIE.

B. Serial-Parallel Combined Impairment Execution

To achieve efficient and correct execution, we propose a
serial-parallel combined execution mechanism that carefully
manages the dependencies and conflicts between different
impairment functions. First, an impairment task may involve
multiple impairment functions, which could conflict with
or depend on each other, such as in cases of priority. To

3The example knowledge base can be obtained from
https://tanlizhuang.cn/data cn.html. For commercial considerations, we
only open example of the knowledge base.
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I want to perform a 
random packet drop 
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Fig. 3. Intent-driven Network Impairment Configuration in SDNIE.

systematically describe the operations involved, we identify
four basic actions that an impairment function can perform on
packets.

Definition 3 (Basic Impairment Actions): For any impair-
ment function f ∈ Fimp, its operations can be decomposed
into four basic actions:

A(f) = read, write, add/remove, drop. (15)

Furthermore, we define the compatibility of the impairment
function.

Definition 4 (Function Compatibility): Two impairment
functions fi, fj ∈ Fimp are compatible if they satisfy all of
the following conditions:

(1) Their actions do not conflict on shared resources.
(2) They do not have order-dependent effects on packet

processing.
(3) Neither function includes a drop action.
Formally, we define compatibility as

compatible(fi, fj) =


true, if A(fi) ∩ A(fj) ⊆ {read}
true, if ResSet(fi) ∩ ResSet(fj) = ∅
false, if drop ∈ A(fi) ∪ A(fj)

false, otherwise
(16)

Theorem 2 (Execution Correctness): Given a set of
impairment functions Fimp = {f1, ..., fn}, the serial-parallel
execution maintains correctness if and only if for any two
functions fi, fj ∈ Fimp:

Result(fi followed by fj) = Result(fj followed by fi),
(17)

when compatible(fi, fj) = true. Here, Result(·) represents the
final packet state after applying the impairment functions in
the specified order.

Proof: Let p be any input packet:

(1) Necessity: If fi and fj are compatible but fi(fj(p)) ̸=
fj(fi(p)), then the execution order affects the result, violating
determinism.

(2) Sufficiency: When fi(fj(p)) = fj(fi(p)) for compatible
functions, parallel execution is equivalent to any sequential
ordering, ensuring correctness.

The dependency table in Figure 4 provides a compre-
hensive analysis of action relationships between two impair-
ment functions (fi and fj). Among them, S represents only
serialization, P represents parallelization, and S/P repre-
sents free combination according to specific circumstances.
According to the priority between functions, SDNIE uses
the combination strategy construction workflow to describe
the sequential relationship and combination between different
impairment functions, and determine whether two impairment
functions can be parallelized through the Parallel Arrangement
Algorithm. As shown in the lower left corner of Figure 4,
with this approach, SDNIE first combines the loss impairment
and bandwidth impairment since both may drop packets. It
then merges tampering impairment and delay impairment, and
finally executes the two aggregated impairments sequentially.

Finally, as shown in the right of Figure 4, we present
a new serial-parallel execution solution and a P4 program
example. Different hardware platforms and compilation tools
have different process control for the different version of
P4 [37]. In P414, an early version of the P4 programming
language, the compiled logic is executed strictly in the order
in which the code is written [38]. This sequential execution
model is relatively simple but lacks flexibility [39]. Conversely,
in P416 [40], the execution is based on a table-driven model
that allows for dynamic branching and conditional execution.
When they implement the same impairment functions, the
processing delay and hardware resource usage are different
[41].
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Serial Execution (P414)

Loss

Delay

Tampering

Bandwidth
Parallel Execution (P416)

Loss

Delay

Tampering

Bandwidth

Serial-Parallel Execution (P416)

Bandwidth

Loss

Delay

Tampering

Code Samples for the Tofino

Dependency Table between F1 and F2

Read P
Write S/P S/P

Add/RM P S/P S/P
Drop S S S P

Read Write Add/RM DropF1 F2

Combination Strategy Construction Workflow

string F2 (read)
string F3 (read)
bool is_parallelizable

string F4 (high_prior)
string F5 (low_prior)
bool is_serializable

string F6 (write)
int Last

string F1 (drop)
int First

Parallel Arrangement Algorithm

Fig. 4. Serial-Parallel Combined Impairment Execution in SDNIE.

C. CPU-Tofino Collaborative Impairment Deployment
Currently, P4 is insufficient in implementing complex logic

functions and cannot support the growth of SDNIE functional
requirements in the future. This is reflected in two aspects:
(1) The programming ability of the P4 language is weak and
cannot describe complex impairment intents. For example, the
random number generated by P4 has a fixed bit width (usually
10 bits, i.e., 0-1023), which cannot generate high-precision
random numbers, thus limiting the flexibility of probability-
based packet loss impairment. (2) Tofino buffer resources
are precious and should not be wasted by Recirculation or
Clone [42]. Consider that the existing P4 switch has only two
processing engines, CPU and Tofino, which are configured
with larger RAM and smaller buffer respectively. These lan-
guage and resource issues can be mitigated via CPU-Tofino
collaborative deployment.

First, we define the implementation capabilities of Tofino.
Definition 5 (Implementation Capability): For any im-

pairment function fi ∈ Fimp, its implementation capability
on Processor Pr is defined as

Cap(fi, P r) =


Full, if Pr can implement fi independently;
Partial, if Pr can implement part of fi;
None, otherwise.

(18)
Let fi be an arbitrary network impairment function,and

Pr ∈ {Tofino,CPU} be candidate processors.The processor
assignment for fi is given by

Pr =


Tofino, if Cap(fi,Tofino) = Full;
Tofino+CPU, if Cap(fi,Tofino) = Partial;
CPU, if Cap(fi,Tofino) = None.

(19)

Here, we take delay impairment as an example. As shown in
Figure 2, for complex delay impairments, such as emulating
the long-tail delay in wide area networks, it is challenging
for Tofino to calculate an accurate qualified time, which can
be easily obtained on the CPU. In addition, increasing the
retention time of packets on the switch using the Recirculation
mechanism is inefficient because the packets continuously oc-
cupy buffer space. Theoretically, for a fixed delay of 10ms and
16MB of available buffer resources, the maximum throughput
that the switch can achieve is only 12.8Gbps.

The most effective solution to the problem of insufficient
Tofino buffer space is to add DDR5 RAM, or to indirectly
integrate high-bandwidth memory HBM3 [43]. Both can easily
accommodate 100Gbps network flow. However, the former
has a slightly lower IO bandwidth, while the latter can reach
up to 1.2TB/s. However, on existing programmable switches,
SDNIE overcomes this problem through CPU-Tofino collab-
oration. SDNIE expects to use the CPU to store and process
packets, which relies on the traffic shaping mechanisms, and
should use Tofino to preliminarily calculate the qualified time
and determine whether the packet has met it. This can be
transmitted through the CPU Eth., which is a virtual interface
that the CPU communicates with Tofino on the programmable
switch. Using multi-core CPU and DPDK [44], SDNIE can
achieve line-rate close to 100Gbps. In addition to CPU Eth.
path, the PCIe path can also enable data exchange between
the CPU and Tofino, but this is not currently available.

For a delay impairment task, when the Tofino buffer cannot
be cached and the recirculation mechanism has the perfor-
mance bottleneck, as shown in Figure 5, its processing flow is
Ingress → Tofino → CPU → Tofino → Egress. The division
of labor between the two chips is as follows:
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CPU Eth.

Tofino

DDR

Buffer

CPU PCIe

CPU-Tofino Interface

Packet Switching

Delay/Jitter
Filter/
Match …

CPU

Recirculation 

Tarrival

Tforward

Tforward – Tnow > T 

1ms 5ms 10ms

FIFO Multi-Queue

Fig. 5. The Implementation Example of Delay Impairment.

(1) The Tofino is responsible for packet forwarding and cal-
culates the qualified time of the packet Tforward = Tarrival+
D. If Tforward − TNow > T , then this packet should be
sent to the CPU. Among them, Tarrival is the packet arrival
time, Tnow is the current time. T is a threshold, which can
be obtained by T = Qif/R + RTTT−C , where Qif and R
are the real-time queue length and throughput of the interface,
RTTT−C is the RTT between Tofino and CPU. T is usually
small.

(2) The CPU processes the packets received by Eth. through
multiple-core and DPDK, maintains multiple queues with
different residence times (e.g., 1ms, 5ms, 10ms, etc.), and
implements FIFO in the queues to reduce the overhead of
delay impairment.

In general, through the above three mechanisms, SDNIE
further enriches the impairment function of the switch as a
impairment emulator and improves its processing capability
based on TurboNet [31] and P7 [32]. 4

V. EXPERIMENTAL EVALUATION

Before quantitatively evaluating SDNIE, we qualitatively
compare the functionality and nominal performance of SDNIE
with the emulators we were able to obtain, including:

CPU-based: zMonkey [22],
FPGA-based: HoloWAN [23],
P4-based: TurboNet [31] and P7 [32].
In general, as shown in Table IV, zMonkey does not support

large-scale topology emulation and relies on the performance
of CPU/NIC and PCIe, resulting in large jitter errors. TurboNet
and P7 also rely on Tofino hardware, similar to SDNIE, but
are inferior to SDNIE in terms of delay and loss impairment.
The functionality and performance of SDNIE are comparable
to HoloWAN, a high-performance commercial impairment
emulator.

A. Setup
As shown in Figure 6, we have developed a SDNIE pro-

totype based on a commercial Barefoot Tofino switch (Open-
Mesh BF-32X) equipped with an Intel J1900 4-core 2.0GHz

4It should be noted that SDNIE focuses on improving the impairment
emulation performance of a single switch rather than building large-scale
simulation topologies, which is the focus of TurboNet and P7.

DUT
(Receiver, with NVIDIA BlueField-3)

100G Switch

SDNIE
(This paper) HoloWAN

DUT
(Sender, with NVIDIA BlueField-3)

Fig. 6. Aerial View of the Prototype and Experimental Topology.
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Fig. 7. Configuration Performance.

CPU and 8GB RAM, with 32*100GE(QSFP28) interfaces.
The Tofino-1 chip provides 3.2 Tbps switching bandwidth
and 16MB buffer. The two devices under test are Inspur
5280M5 servers equipped with NVIDIA BlueField-3 Smart-
NIC (100G). The LLM model runs on the cloud GPU server
[45] with 1 RTX 4090 (24GB) GPU.

B. Result

1) Configuration Performance: We selected 10 types of
network impairment configuration instructions to form a test
set5, including 1 basic impairment and 9 complex impairments,
as shown in Table V. Each type of task has 10 tasks,
totaling 100 tasks. We verified the performance of Llama 3-
8B (Retrieval-Augmented Generation with Document), SDNIE
and HoloWAN [23], which is a commercial NIE that supports
intent configuration. The experiment results are shown in
Figure 7. The Llama 3-8B augmented with P4 development
documents performed poorly and was only effective for limited
basic impairments, with no improvement from adjusting train-
ing parameters. SDNIE achieves satisfactory results, surpass-
ing HoloWAN by 8 points. It should be noted that HoloWAN
is an FPGA-based emulator, which has made approximate
replacements for some of the P4 instructions of test set.

2) Execution Performance: We impose the following four
network impairments on UDP traffic at 10Gbps.

Loss: Set a fixed loss with the probability of 0.2%.
Bandwidth: Limit UDP traffic to 1Gbps.
Delay: Add a fixed delay with 100us for all packets,

implemented through P4 recirculate mechanism.

5The test set can be obtained from https://tanlizhuang.cn/data.html.
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TABLE IV
PERFORMANCE COMPARISON OF THE FOUR FUNCTIONS FOR FIVE EMULATORS.

Function Topology Bandwidth/Pkt Fwd. Rate/Acc. Delay/Acc. Loss/Acc.
zMonkey ◦ 200Gbps/90Mpps/⋆ 100ms/Unknown •/0.1%
HoloWAN ◦ 100Gbps/148.81Mpps/1bps 100ms/±4ns •/0.000001%
TurboNet • •/⋆/⋆ 1ms/±9us •/1%
P7 • 100Gbps/148.81Mpps/100Kbps ms-level/⋆ •/⋆
SDNIE • 100Gbps/148.81Mpps/100Kbps 100ms/±1us •/0.05%

◦ means no support. • means support. ⋆ means hardware dependency, it is hard to get a conclusion. “Acc.” stands for “Accuracy”.

TABLE V
IMPAIRMENT TEST SET

No. Description
1 Basic configuration
2 Packet loss
3 Delay
4 Packet tampering
5 Traffic redirection/Mirroring
6 Traffic shaping/Rate limiting
7 Packet reordering
8 Explicit congestion notification
9 Multicast
10 Traffic monitoring/statistics

TurboNet P7 SDNIE BasicForward
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Fig. 8. Single Packet Forwarding Latency.

Tampering: Modify the source IP to 192.168.1.1. Native
TurboNet and P7 do not support this impairment, we extended
their codebases to support this impairment for a fair compar-
ison.

TurboNet uses a serial execution strategy, P7 uses a parallel
execution strategy, and SDNIE uses the serial-parallel exe-
cution strategy described in Section IV-B. First, we measure
the single packet forwarding latency after loss impairment
without enabling delay impairment. The results are shown in
Figure 8. Compared with the other two, the average packet
forwarding latency of SDNIE decreased by 15.6% and 2.1%
respectively. Lower latency helps SDNIE deploy more impair-
ment functions under sensitive packet forwarding constraints.
Furthermore, compared to basic forwarding, SDNIE shows
almost no increase in average forwarding latency.

Then, we evaluate the hardware ASIC resources usage,
including memory resources (SRAM, TCAM) and computing
resources (VLIW, SALU, Crossbars, Gateway), required by
three solutions. As shown in Figure 9, the hardware resource
usage of SDNIE is lower than P7 that executed in parallel
mode, but higher than TurboNet. This moderate increase in
resource utilization is a reasonable trade-off for the enhanced

TurboNet P7 SDNIE
460
480
500
520
540
560
580
600

La
te

nc
y 

(n
s)

2 1 0 0 0 0 0 0 0 0

8 9
7

5 5 4
6 7 8

4
6

9
6 6 5 4 5

7
5

2

0

5

10

1 2 3 4 5 6 7 8 9 10

Sc
or

e

Instruction Category (#)

Llama 3-70B (Fine-tune with Document)
SDNIE HoloWAN

18
.8

%

10
.4

%

28
.7

%

2.
0%

12
.0

%

11
.0

%

25
.1

%

13
.2

%

27
.0

%

3.
0%

12
.0

%

11
.0

%

24
.4

%

13
.2

% 26
.2

%

2.
0%

12
.0

%

11
.0

%

0%

10%

20%

30%

SRAM TCAM VLIW SALU Crossbars Gateway

U
sa

ge

TurboNet P7 SDNIE

Fig. 9. Resource Usage.

TurboNet P7 SDNIE

La
te

nc
y 

(n
s)

460
480
500
520
540
560
580
600

2 1 0 0 0 0 0 0 0 0

8 9
7

5 5 4
6 7 8

4
6

9
6 6 5 4 5

7
5

2

0

5

10

1 2 3 4 5 6 7 8 9 10

Sc
or

e

Instruction Category (#)

Llama 3-8B (RAG with Document)
SDNIE HoloWAN

18
.8

%

10
.4

%

28
.7

%

2.
0%

12
.0

%

11
.0

%

25
.1

%

13
.2

%

27
.0

%

3.
0%

12
.0

%

11
.0

%

24
.4

%

13
.2

% 26
.2

%

2.
0%

12
.0

%

11
.0

%

0%

10%

20%

30%

SRAM TCAM VLIW SALU Crossbars Gateway

U
sa

ge

TurboNet P7 SDNIE

↓15.6%
↓2.1%

9.6 9.6 9.6 9.2 8.9

0.3 0.3

9.6 9.6 9.6 9.6 9.6 9.6 9.6

0
2
4
6
8

10

0 0.1 0.5 1 10 20 30Th
ro

ug
hp

ut
 (G

bp
s)

Delay Impairment (ms)

P7 SDNIE

4.
5

8.
4 9.
2

9.
2 9.
6

9.
6

9.
6

9.
6

9.
6

9.
6

9.
6

9.
6

0
2
4
6
8

10

64 12
8

25
6

51
2

10
24

15
00

Packet Size (Byte)

zMonkey SDNIE

Th
ro

ug
hp

ut
 (G

bp
s)

8.
78

8.
21

4.
49

2.
24

1.
22

0.
83

19
.5

3

9.
76

4.
88

2.
44

1.
22

0.
83

0
5

10
15
20

64 12
8

25
6

51
2

10
24

15
00

Packet Size (Byte)

Th
ro

ug
hp

ut
 (M

pp
s)

(a)                                                      (b)

Fig. 10. TCP Throughput Collapse under Delay Impairment.

functional flexibility.
3) CPU-Tofino Collaboration Performance: We construct

10 TCP flows to fully utilize the 10G CPU-Tofino Eth. NIC,
and verify the impact of fixed delay impairment with different
parameters from 100us to 30ms on TCP throughput, as shown
in Figure 10. Since P7 only relies on the Tofino recirculation
mechanism to implement delay impairment, the theoretical
maximum delay is 12.8ms under a 16MB buffer, but in fact,
throughput has already dropped when 10ms. And throughput
collapse occurs with the packet loss rate of up to 97% when
the impairment is 20ms or above. This may be due to buffer
overflow caused by multi-flow competition, which makes TCP
unable to recover. We set the collaboration policy for SDNIE
to forward packets to the CPU/RAM, ensuring 0 packet loss
in any case.

4) Processing Performance: Figure 11 compares the pro-
cessing performance of SDNIE and zMonkey, where we limit
ourselves to a single-core CPU and 10GE. Since the packet
forwarding occurs in the Tofino plane, SDNIE can always
achieve line rate for all packet sizes, while zMonkey cannot
process small packets at line rate, which means that the
impairment of small packets may not achieve the desired
effect. For 64-byte packets, packet throughput of zMonkey
is 8.78Mpps, which is 1.22X smaller than SDNIE.



11

TurboNet P7 SDNIE
460
480
500
520
540
560
580
600

La
te

nc
y 

(n
s)

2 1 0 0 0 0 0 0 0 0

8 9
7

5 5 4
6 7 8

4
6

9
6 6 5 4 5

7
5

2

0

5

10

1 2 3 4 5 6 7 8 9 10

Sc
or

e

Instruction Category (#)

Llama 3-70B (Fine-tune with Document)
SDNIE HoloWAN

18
.8

%

10
.4

%

28
.7

%

2.
0%

12
.0

%

11
.0

%

25
.1

%

13
.2

%

27
.0

%

3.
0%

12
.0

%

11
.0

%

24
.4

%

13
.2

% 26
.2

%

2.
0%

12
.0

%

11
.0

%

0%

10%

20%

30%

SRAM TCAM VLIW SALU Crossbars Gateway

U
sa

ge

TurboNet P7 SDNIE

↓15.6%
↓2.1%

9.6 9.6 9.6 9.2

0.3 0.3

9.6 9.6 9.6 9.6 9.6 9.6

0
2
4
6
8

10

0.1 0.5 1 10 20 30Th
ro

ug
hp

ut
 (G

bp
s)

Delay Impairment (ms)

P7 SDNIE

4.
5

8.
4 9.
2

9.
2 9.
6

9.
6

9.
6

9.
6

9.
6

9.
6

9.
6

9.
6

0
2
4
6
8

10

64 12
8

25
6

51
2

10
24

15
00

Packet Size (Byte)

zMonkey SDNIE
Th

ro
ug

hp
ut

 (G
bp

s)

8.
78

8.
21

4.
49

2.
24

1.
22

0.
83

19
.5

3

9.
76

4.
88

2.
44

1.
22

0.
83

0
5

10
15
20

64 12
8

25
6

51
2

10
24

15
00

Packet Size (Byte)
Th

ro
ug

hp
ut

 (M
pp

s)
(a)                                                      (b)

Fig. 11. TCP Throughput and Packet Rate vs Packet Size under Delay
Impairment.
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Fig. 12. Deviation of Delay Impairment.

We construct UDP traffic and added 10ms delay to all traffic.
Due to processing performance limitations, Figure 12 shows
that the zMonkey delay offset is significantly inaccurate. At
the same time, the delay of SDNIE never exceeded 10180us,
and the maximum error was only 1.8%.

VI. CONCLUSION AND FUTURE WORK

This paper addresses how to repurpose programmable
switches to create a network impairment emulator, thereby
assigning it a novel role in network testing.

A. Conclusion

In this paper, we thoroughly analyzed the technical lim-
itations of current commercial network impairment emula-
tors and proposed the Software-Defined Network Impairment
Emulation (SDNIE), a new scheme based on programmable
switches, distinct from CPU- and FPGA-based solutions. This
approach simplifies and refines the impairment configura-
tion process through the intent-driven method, optimizes the
deployment of impairment functions with the serial-parallel
combination strategy, and supports complex impairment logic
using the CPU-Tofino collaboration mechanism.

B. Future Work

Continuously meeting the needs of large-scale, high-
precision network impairment emulation will be an important
goal driving the development of SDNIE. Looking ahead, three
future works for SDNIE research can be identified:

(1) Enhancing scalability and performance to handle even
larger and more complex network topologies.

Wide area networks (WAN) and data center networks
(DCN) are the two most widely used areas for network
impairment emulators. With the development of WAN from
land-based networks to space-air-ground integrated networks
[46], and the continuous increase in the hierarchy and node
scale of DCN, further improving the network impairment
emulation capabilities of SDNIE under large-scale topolo-
gies [47] is an important research direction. This requires
enhancing its scalability and performance, which can be solved
by customizing buffer resources [48], optimizing compilation
strategies and improving chip programmability [49]. More
importantly, as Intel announces the cessation of Tofino devel-
opment and open-sources P4 Software [50], the selection of
hardware and software for SDNIE will be the first issue to be
addressed. Perhaps Broadcom Jericho and NVIDIA Spectrum-
X are potential options.

(2) Improving the integration of artificial intelligence to
improve the functions of network impairment emulation.

In addition to using LLM [51] to simplify user interactions,
AI can play a big role in the system design, function de-
velopment, and use of NIEs. For example, (a) by learning
human modifications to impairment intent configuration, the
accuracy of intent-driven configuration can be continuously
improved. (b) Using neural networks to capture network
characteristics and optimize the expression of impairment
functions and parameters, which is also a prerequisite for
network impairment emulation [52]. (c) Using AI to assist
in analyzing the relationship between different impairment
functions and further optimize the computational efficiency
of serial and parallel combinations.

(3) Expanding the interoperability capabilities to support
more diverse hardware and network environments.

Interoperability is an important feature to ensure that SDNIE
is compatible with different types of programmable switches
[53], including newer models and models from different man-
ufacturers, as well as with various network infrastructures such
as 5G/6G, satellite communications, and IoT networks. This
requires the development of a more flexible and adaptable
software framework that can integrate with heterogeneous
hardware through standardized interfaces and protocols [54].
In addition, this involves supporting multiple network protocol
stacks. By extending these capabilities, SDNIE can become a
more versatile tool that can adapt to the evolving technology
environment and promote more comprehensive and realistic
impairment emulation.

REFERENCES

[1] L. Angrisani and C. Narduzzi, “Testing Communication and Computer
Networks: An Overview,” IEEE Instrumentation & Measurement Mag-
azine, vol. 11, no. 5, pp. 12–24, 2008.
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